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ROLAAUDYTU W SYSTEMIE ZAPEWNIENIA JAKOSCI

KSZTALCENIA

Straszc_zel!lei Podstawowym celem artykuhs jest zdefiniowanie roli audytu w systemie

1P Jjakosci k ia. P iono w nim wybrane zagadnienia dotyczace
auxilymlsysﬁsmu Zar ienia jakogei k ia nz wielowydziatowej wyzszej uczelni,
Opicrajac sig na doswi autora pelni: funkcje pet ika reldora ds. sys-
temy zapewnienia jakosci ksztatcenia, przep dzono dyskusje i i k
wafl wplywajgeych na proces audytu. pod: i je 0 atidycie
W systemte zapewnienia jakodci ksztalcen jomuj: nz Poli ice $laskiej.

WEGH uwage na okresleaie celdw audytu, jed defini ie jego wyma-

gafl oraz whasciwy dobér i przygotowanie zespotu Iudzkiege odpowiedzialnego za pro-
ces audytu. Zaprezentowano podstawowe zadania, jakie stojg przed audytem. Olaeslono
wm; )akie_ powimay byé spetnione, aby proces audytu przebicgat whasciwie. W podsu-
mowaniu odniesiono si¢ do zadan audytu i jego roli w ksztalowaniu Jjakosci w edukacii.
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Abstract: The paper di the issue risk from the perspective of an Infor-
mation Security Management System: and general Mansgement System, I is also a review
which attempts to thoroughly present how complex the issues refated to information secu-
rityin isations and p impl d in them are. The primary aim of this paper
it to teview arumber of methods and concepts utilised as a part of a systematic approach to
information security management according to the most widespread standard. The concepts
and methods are also based on i fon security risk

The paper focuses on the process of risk assessment in Polish government offices which
can be regarded the comerstone of management the organization. A wide range of theoreti-
cal concepts, practical methods and approaches to information security and risk assessment
is to be presented in it. It also presents a number of methods which can be used in the risk
assessTent process. .

Keywords; nisk Inf Seourity System, information

security, risk assessment.

Information security risk management

Risk management is the process of risk assessment aimed at mitigating the risk to
an acceptable level. It should consist of the following phases: planning, acquiring,
developing, testing and properly structuring the IT systems [Molski & ELachota
2007, p. 90].

M.E. Whitman points out to the co-relation between risk assessment and risk
mitigation, This co-relation constitutes the essence of risk menagement [Whitman
& Mattord 2006, p. 501 (Figure 1),
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Risk assessment

Andit
Figure 1, General structure of the risk management in Information Security Manage-
ment System (ISMS)
Source: Inter alia Whitman & Mattord 2006, p. 50

M.E. Whitman and H.J. Mattord [2006, p. 53] determine the following stages
of risk management:
identifying the risk,

— assessing the impact on the activity,

— - assessing vulnerabilities and threats,

- assessing existing measures fo mitigate the risk,
- compiling and reviewing a Risk Mitigation Plan,
— impl ing the Risk Mitigation Plan,

— measuring conformance,

— measuring the impact on the activity,

— review and monjtoring.

According to PN-1-13335-1:1999 standard! risk management js the complete
process of identifying, controlling, eliminating or mitigating the probability of
the oceutrence of uncertain events which can influence the asgels of an IT system
[PN-I-13335-1, 1999, .9

This approach is also followed by Ch. Alberts and A. Dorofee who make use
of the modified quality circle model (PDCA) - Figure 2.

i

* PN-I-13335-1:1999 is the Polish translation of a standard issued by the Fnternational Standard
Organization and International Electrotechnical Commission under the name ISO/IEC TR 13335-1,

information security
risk assessment
|

smonitoriag

analysis

implementation

planing
Figure 2. Risk assessment in the process of information
security risk management

Source: Alberts & Dotofee 2003, p. 11

According to the model, the main aim of the process of risk management is
mitigating the risk to an acceptable level by compiling a proper Risk Treatment
Plan. One of the premises underlying the model is that all actions which are per-
formed in it are effective and carried out in a continuous and systematic way
(e.g. monitoring, reviews).

General characteristics of information security risk assessment
methods

In theory and in practice several dozens of methods for information security yisk
assessment and evaluation are utilised. These methods can be divided into 3 fol-
lowing groups:

— quantitative methods,

~ qualitative methods,

— hybrid methods.

Qualitative methods

Qualitative risk assessment is most oflen a subjective evaluation which is based
on best practices and experience. The outcome of such an assessment is a list of
threats ranked by their risk level (low, medium, high). Qualitative methods are
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very flexible and open to various kinds of modifications. Owing to their fiexibility
and modifiability they provide the organisation with fast and cost-effective results
when identifying threats and deploying security measures is concerned., However,
be?ause of the flexibility the scope and cost of risk assessment in different orga.ui-,
satmn‘? can vary to 2 significant extent. That is why, depending on the available
financial resources allotted for this purpose in the budget the scope of risk assess-
ment may change in the course of time.

In qualitative risk analysis all risks and potential effects of their occurrence
are presented in a descriptive way. Tt means using risk scenarios and determining
the effects of potential realisation of risk. The scenarios should include mumerous
details which are helpful in taking specific actions and choosing proper security
measures. In widespread use, there are various scales to describe specific situations
and incidents.

Quantitative methods

In itative risk itis ial to determine two basic parameters;
the value of effect and the probability of occurrence of a specific risk.

The potential effects may be determined by evaluating the effects of risk events or
exttapolated on the basis of data from the past. The consequernces of risk events may
be expressed by means of different categosies (e.g. financial, technical, operational,
human resources). ' '

The overall quality of the analysis depends on the accuracy of indicated values
and statistical validation of the deployed model [ENISA 2006, pp. 22-23),

Hybrid methods

Both quantitative methods and qualitative methods have some disadvantages. First
f’f all, th?y are too general. Second, they do not identify all the needs with regard to
mfPrmat_Jou seeurity ina precise way, Apart from that, they do not provide the organi-
saum} with sufficient information concerning the cost analysis when deploying new
security. Because of this, the majority of companies make use of the combination of
the two approaches, On one hand, qualitative analysis founded on scenario-based
methods is used to identify all risk areas and potential effects of specific risks. On the
othgr, quantitative analysis is used to determine the costs associated with the effects
of risk eccurrence. Fhis also leads to significant increase in knowledge related to
processes realised in an organisation and raises awareness on the potential risks.

Guidelines on risk

specified in ISO/IEC 27001:2005

The model of the process of information security risk assessment described above
isa standarfl:sed approach to the analysed issue which has been described and
propagated in the ISO/IEC 27001:2005 standard. The standard describes the com-
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ponents which should be taken into consideration when & risk assessment method
is designed. It does not, however, specify the specific outline of the final method.
Thus, this approach may be regarded as advantageous since the security standard
does not impose any single method on the organisation and in this way gives it
a free choice. This, above all, can be justified by diverse employment size and
strocture in organisations, as well as by the characteristics of conducted activity
or the area of activity.

The standard, however, requires that a specific method of risk assessment be
selected?. This, in turn, shall safeguard that through a methodical approach to risk
assessment it will be possible to compare the results in the course of time. It shall
be also possible to ensure repeatability of the results. Apart from that, it is vital that
risk acceptance ctiteria be drawn. up and acceptable risk levels be determined.
Diverse methods of risk assessment have been published and are commonly used
in organisations. Obviously, it is also possible for a particular organisation to use
individual methods which are based on own experience. The most popular methods
for information security risk assessment shall be presented in the following chapter.

Risk assessment according to ISO/IEC TR 13335-3°

The ISO/IEC 27001 standard does not specify which particular method should
be used, It does, however, give some temarks on the examples of risk assessment
methods discussed in ISO/IEC TR 13335-3, Information technology — Guidelines
Jor the management of IT Security — Techniques for the management of IT Security.

The ISG/IEC 13335-3* published in 1998 is one of five parts of the standard
devoted to information technology. It is a set of guidelines (instructions) for people
responsible for the management of IT Security. This third part includes techniques
for forming a three-level security policy. So it discusses the problem of risk analy-
sis, implementing security plans and reacting to incidents. Moreover, it presents
the methods of tisk assessment as far as information security is concerned.

2 A numbet of key methods for risk assessment are described further in this paper. These meth-
ods are not only used in their basic version, but are also modified to meet the needs of a particnlar
organisation: Apart from the methods mentioned in this paper, some other authors point out to the
following ones: TRIKE (Treat modelling framework with simulaties to the Microsof threat model-
ling processes), AS/N2S 4360:2004 Risk Management (Australian/New Zeeland Standard), CVSS
{(Common Vulnerability Scoring System).

3 [SO/IEC TR 13335, often abbreviated to GMITS (Guidetines for the Managerent of IT Security)
is a technical report of significant importance to ISMS. The report consists of five parts,

4 National organisational units (which belong te ISO or IEC) draw up international standards
through the agency of technical committees performing work in specific areas. In the area of IT
technology 180 and ICE founded 2 Joint Technical Committee ISO/IEC JTC 1. The basic task of
the technical i is drawing up & i standards. A technical committee, however,
sometitmes publishes a technical report marked with the “TR” symbol.
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The OCTAVE Method

The Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE)
is & set of guidelines developed at Carnegie-Mellon University in 2001 {Alberts
& Dorofee 2003]. This method is used, for instance by the US army, and is getting
more and more popular in other, especially large, organisations.

The OCTAVE approach defines & risk-based strategic assessment and plan-
ning technique for security, The method s directed to all types of organisation.
It is based on the premises that the employees of an organisation are responsible
for establishing a security strategy in it. Its principles should be implemented by
a small interdisciplinary analysis team (consisting of three to five of the organisa-
tion’s own personnel). The team should collect and analyse data, determine the
strategy for using security measures, as well as mitigation plans based on organi-
sational security risks. In order to implement the OCTAVE Method in an efficient
way, the team should have comprehensive knowledge about the activity of the busi-
ess activity of the organisation and its security processes [ENISA 2006, p. 36].

The OCTAVE method uses a three-phased approach. The first phase is based
on analysing the critical assets in an organisation, identifying the current practices,
reviewing the requirements related to security, determining the organisational vul-
netabilities and existing threats. The second phase is aimed at identifying techno-
logical vulnerabilities. The third Pphase is developing a protection strategy and risk
mitigation plans.

Faiture modes and effects analysis — FMEA

The Failure Mode and Effect Analysis (FMEA) is mainly a method to support
quality management, however the concept and rules of risk assessment (organisa-
tional and technologicat) may also be applied in case of information security risk _
assessment,

Initially, the FMEA method was used in the USA in the 1960s for produc-
tion in space travel and automotive industry®. The method was used 1o verify
the projects of different elements of spaceships and its main aim was ensuring the
participants’ safety in the space expeditions. The success of this method in case of
NASA contributed fo its j pl ion in other branches. In 1970s and 1980s,
it became popular in Europe where it was used in the chemical, electronic and
automotive industry. In the last of the thres it was deployed in the most dynamic
way. In 1990s the method was adapted as a part of the 1SO 9000 standard and
particularly the QS 9000 (ISO/TS 16949) standard speeifically dedicated tg auto-
motive industry,

* Using FMEA is obligatary for suppliers in the automotive industry (OF — original equipment,
OES — original equipment services) - [AIAG 2008; Luczak 2008, p. 103 and other],
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The method is based on determining and analysing cause and .eFfect rel.':ltions?up
as far as potential product failures are concerned. It also talfes inte ctznmdcratmg
the severity of a given risk. The main goal of the_methnd is to consnsten_tly_ an
systematically identify potential product/process failures/defects so as to eliminate
thern or mitigate the risk related to them [Euczak 2008, Pp- 164-174].

In other words, assessing risk according to this method is baseq on th_e assess-
ment of risk factors. FMEA lists three criteria which are ranked wﬁ.h po_lntg from

110 10. In case of information security risk assessment, the following criteria can
be distinguished:
~ significance for the company/or Cuseot?{er, o
— probability of loss of integrity, availability and cox}ﬁdenha]:lty, . "
— effects of potential loss of one of the features of information security (confi-
tiality, integrity, availability). o o
g:]]:en tl?; conilgi’onally defined limit (nurhber of points) is concerned, it is
necessary to prepare and deploy a risk mitigation ];:Ia'li.1 The plx?n should spezjlfI};
the objectives, realisation times, people h;ld P and risk
should anticipate the effectiveness of specified actions,

The CRAMM Metbod

The CCTA Risk Analysis and Management Method (CRAMM) is a'nsk a:llal}{sxs
method developed by the British Central Communication and Telecommunication
Agency (CCTA) whose name was change_d to Oﬁce of Govemmgnt Cominerce
(OGC). The integral part of this methed is a special IT ool for risk assessment
(CRAMM). Using the method without the CRAMM software tool can be dafﬁ(fult._

The first edition of CRAMM (methods and tools) was l_:ased on best practices
of British government organisations. Nowadays, CRAMM is the preferred mett'md
of risk assessment for the British government, but it is also used by many organisa-
tions in other countries. This method is particularly usefil for large organisations,
such as governmental agencies or in case of industry [ENISA 2006, p. 31].

The CRAMM is a method realising the requiremnents of standards by: COI.JdLlCt—
ing a gap analysis, preparing a security mProvement‘pmg,rampJe, prcdfwmg an
information asset register, -defining the scope of the mfnn.natmn security man-
agement system, as well as compiling documentation for implemented security
measures [Molski & Eachota 2007, pp. 98-99].

The COBRA. Method

The Control Objectives for Risk Analysis (COBRA)is a cqmp_lebe risk analysis
method designed for the board and management of an O{ga}msatlol.n to thoroug!lly
evaluate the profile of risks related to the conducted activity. Particular atteqﬁon
is paid to the security of the image, conformity with applicable legal regulations
and laws and to internal control mechanisms.
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The structure of the COBRA methed consists of the six following areas:
— Inherent Risk,
- Control Activities & Procedures,
— Human Resources Risk,
- Security Risk,
~ Financial Statement Compliance,
— Disaster Readiness.
Apart from the above, there are 33 subcategories and 429 control questions
{Molski & Lachota 2007, pp. 99-160].

The MARION Method

The method MARION (Methodology of Analysis of Computer Risks Directed
by Levels) was developed by the CLUSIF (Club de la Sécurité de "Information
Francais), and the last update was performed in 1998, Nowadays, CLUSIF does not
fonger finance nor promote the method as the financial resources were reallocated
to another, newly developed, method, i.e, MEHARI, However, this method is still
used by many organisations.

1t is based on a methodology of andit, which, as its name indicates, allows for
cst.imating the level of IT security risks of a company through balanced question-
naires giving indicators in the form of notes on varicus subjects relative to security.
The objective of the method is to determine the level of security which is estimated
based on 27 indicators distributed in 6 large subjects; each of them is assigned
a grade between 0 and 4. The level 3 is the level to be reached to ensure a secu-
n'tg Sprocedure/measure is considered as sufficient and acceptable [ENISA 2006,
p. 351 ’

The MEHARI Method

h./[ethode Hammonisee 4’ Analyse de Risque (MEHARI) was developed by secu-

rity experts from CLUSIF. This approach is based on defining the parameters to

measure risk reduction corresponding with the targets of the organisation. The

MEHARI provides:

~ arisk management model,

= modular components and processes of the model,

~ tools to analyse risk situations,

~ tools to determine vulnerabilities through audit,

— aspecific approach to threat identification and vulnerability characteristics,

— rules for optimal selection of corective actions [ENISA 2006, p-36].
MEHARI realises the guidelines of ISO/IEC 27001:2005 and ISO/IEC TR

1333§ standards by using a uniform risk assessment system, property selected

security measures and proper allocation of assets.
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The ISACA Standards

The Information Systems Audit and Control Association (ISACA)® standards
regarding the IT audit give a number of methods of risk evaluation in Information
Systems.

One of them risks assessment measurement evaluation with eight key vari-
ables. Each unit/area in the IS audit will be rated on these eight key variables using
a pumeric descriptive value ranking of 1 {low) to 5 (high). The results of these
rankings are then multiplied by significance weighting factors that range from
1 (low) to 10 ¢high) to give an extended value. These extended values are added
together to give a total. Once the totals have been obtained, the auditable units/
areas are ranked by risk [Molski & Lachota 2007, p. 97].

Author methods

The ISO/EC 27001 does not specify which method should be deployed. Thus, it
is possible for the organisation to use its own methods which are compiled based
on industry knowledge and experience. This approach, however, is only appropri-
ate for large organisations which have proper organisational structures to compile
and validate such a method. The biggest advantage of it is being fully aware of
the method as well as the whole risk assessment process by all people involved in
the processes related to it. Obviously, there is a danger that the developed method
may turn out to be ineffective and that the organisation shall not be granted a rec-
ommendation during the certification audit. In consequence, it may also not be
awarded a certificate. For this reason, small businesses do not decide to develop
their own methods and prefer to choose one of the methods which are already .
available. Such methods are usually approved of auditors during certification
audits. Finally, small businesses do not usually have sufficient human resources to
develop their own methods.

Conclusions

Information security, and a basic part of it —risk management is nowadays of great
significance and only an efficient information security menagement system can
ensure it. The ‘driving force’ of such a system should be risk management. This is
the general conclusion and guiding principle of the authors of this paper. Selecting
the basis for ISMS is aiso important. Although, the basis in each and every case
does not have to be the ISO/IEC 27001 (and certification against this standard is

¢ The Information Systems Audit and Control Association (SACAY) is the biggest organisation
dealing with the problems of audit, control and management in the IT environment.
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not crucial), it may be advisable to make use of the said international standard, as
it is a selection of best management practices. Irrespective of the organisation’s
size, the characteristics of its Processes it may be highly advantageous to take IS0/
IEC 27002, COBIT, ITIL, ISO 20000 and other standards (especially related to risk

thods) into consideration, However, wide reading knowledge, exper-
tise and experience with regard to the organisational aspects is required in this cage.
In similar vein, cach time special attention should be paid to the fact that the solu-
tions within the ISMS and general management system for every company (espe-
cialily for government offices) should be scaled, in other words fitted to real needs.
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ZARZADZANIA RYZYKIEM JAKO PODSTAWA SYSTEMU

ZARZADZANIA NA PRZYKLADZIE URZEDOW ADMINISTRACSL
PUBLICZNEJ W POLSCE,

Streszczenie: W pracy oméwiono problem zarzgdzania ryzykiem z punktu widzenia
systemu zarzadzania bezpieczefistwem informaci i calogci i
organizacja. Artykut jest takze 1 zagadnien

20 systermu d:
iejszy dia systemu zarzg-
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dzania bezpi fi informaefi, w fym izaci i]: duz. G§ y 1 hn;;;tei—

‘ ia j tod 1 koncepcji orzystywanych w ramacl] e
Szetsyo OP‘:;:’W?{*: stagﬂegl{d i n‘ pieentahvenn ‘f}’ ji t dyskusja w zakresie
matyczne p ] ! e

i ii ikacji ~ jako podsta systemu 1. Arty]

mOﬂHWDgf!‘L - ﬁpllkac.!l ey “wy j w Polsce, bazuje na doswiadezeniach auto-
row w tym vjzglqdzi‘e. Dokument skupia si¢ na procesie oceny 1yzyka w polskich urze-
dach, kt6ry mozna nznaé za fund. zaizgdzania




