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ABSTRACT

Use of Social Network Analysis (hereinafter as SNA) in crime prevention and law en-
forcement is widely discussed from either practical or theoretical point of view. Alt-
hough its advantages are commonly acknowledged, incorporation of SNA into strate-
gies of combating crime raises various controversies. The main aim of this paper is
to present risks connected with application of SNA in practice, as a part of policing,
from the point of view of the human rights system. The assumption is that all of legal
responses to violence have to be in accordance with the human rights law require-
ments. As this subject matter is exceptionally complex, two main aspects of this issue
have been chosen on the base of their significance - risk of infringement of the right
to privacy and of politicization of the use of SNA, especially in the context of so-called
“suspect communities.” The possibility of indication of prompt solutions to presented
matters has been discussed. As such, this paper is an introduction to presented sub-
ject area and provides a basis for further research.
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Introduction

In the most general form, the subject matter of Social Network Analysis
(hereinafter as SNA) are social relations, visualized with the use of points
(as the reflections of individuals or groups, dependent on a research pur-
pose) and lines (as the symbol of various relations between particular
points). The mathematical graph theory is used to present the network,
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therefore SNA is more dimensional than pure link analysis. The concept
that stands behind the SNA is that the mutual relations and connections
between groups of individuals or collectives reflect the model of structures
within that group, for example showing the hierarchy or the potential social
role of the particular entity. However, even though the history of use of SNA
as a research technique dates back to the early 1970s,! its usefulness as
a tool of criminal prevention is still a subject of an ongoing and heated de-
bate.

Arguments in favor of the use of SNA in prevention of crimes refer to its
effectiveness due to the multitude of information that SNA may provide to
the researcher, starting from such data as the hierarchy within the network,
the impact of the network on an individual, and its role as a risk factor of
the commission of crime. What is more, due to its universal character, SNA
may be used in evidence-based policy making in reference to public policies
of combating various kinds of crime, for example terrorism, gang violence,
drug dealing and human trafficking. Last but not least, as research has shown,
SNA may be used to predict the probability of the victimization regarding
such types of crimes as gun violence.2

On the other hand, use of SNA in law enforcement rises various contro-
versies. First of all, effective use of this research technique requires gather-
ing of information that may be considered as sensitive and infringing the
right to privacy. Another issue is connected with boundaries of exchange of
information between various state agencies in order to improve the effi-
ciency of analysis of particular network. What is noteworthy, improperly
applied SNA can be used as a tool of political games, either intentionally or
unconsciously.

Due to the rising popularity of SNA, recognition of rules of its proper ap-
plication and rising the awareness of its potential risks are exceptionally
important and should be widely discussed as a subject of scientific debate.
Taking it into consideration, the main aim of this article is to present risks
connected with the use of SNA as a tool of law enforcement and prevention
of crimes from the point of view of the human rights system. Deliberations
included in this paper are at an abstract level, without focusing on any par-
ticular example of a social network. The assumption is that legal responses
to violence have to incorporate human rights law and its principles. Due to

1 For the historical roots and the development of SNA read: ]. Scott, What is Social
Network Analysis?, London-New York 2010.

2 A. Papachristos, Ch. Wildeman, E. Roberto, Tragic, But Not Random: The Social Conta-
gion of Nonfatal Gunshot Injuries, “Social Science & Medicine” 2015, Vol. 125, pp. 139-150.
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complexity of this problem, the scope of the paper is limited to issues that
were selected on the basis of their importance and significance to proper
presentation of subject matter and as such, it provides a basis for further
research. All of those issues are, either directly or indirectly, connected with
one particular question - about sources and boundaries of data collection
for SNA purposes.

SNA and human rights

The use of SNA as a tool of crime prevention is discussed either in reference
to criminological research or in the process of law enforcement. One of the
requirements of lawful prevention of crimes is the incorporation of the hu-
man rights system into it. The importance of placing legal responses to vio-
lence within the framework of the human rights system requirements was
stressed by the United Nations in various documents,3 in reference to all
types of crimes, including those that are the subject of interest of researches
using SNA, such as terrorism or drug dealing.

When it comes to SNA, the risk of infringement of human rights of peo-
ple placed within the social network is noticeable. This risk is complex and
refers to various rights. One of them is the right to privacy, which will be
discussed in details in the next part of this article.

a. The right to privacy. Usefulness of SNA as a tool of crime prevention

Among the most controversial issues connected with the use of SNA by law
enforcement agencies one may find the problem of sensitivity of information
gathered by researchers and/or law enforcement agencies especially im-
portant. Lines that connect nodes of graphs may refer to various relation-
ships, such as co-offending, friendship, romance, exchange of information.
What is more, gained information may be collected with the use of many
different means, for example through collecting of private data from phone
calls, police statistics, or surveillance of the online activity. Use of some of
those means, such as the analysis of official police statistics, are less contro-

3 For example: Article 11 of United Nations Declaration on Crime and Public Security,
Resolution of General Assembly number A/51/610, [online] http://www.un.org/ docu-
ments/ga/res/51/ares51-60.htm [accessed: 01.03.2017] or in The United Nations Global
Counter-Terrorism Strategy Review, Resolution of the General Assembly of UN number
70/9, [online] http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/70/291
[accessed: 1.04.2017].
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versial than others. From the point of view of “innocent until proven guilty,”
use of information that was already acquired during investigations led by
police forces and marked as criminal activity differs from wiretapping of
private phone calls in search for a potential wrongdoing.

However, independently on the source of information, use of those tech-
niques is unavoidably connected with the risk of infringement of the right
to privacy. This right, as a part of the human rights system, is incorporated -
inter alia - in Article 12 of the Universal Declaration of Human Rights,* ac-
cording to which “No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his honour
and reputation. Everyone has the right to the protection of the law against
such interference or attacks.”> The aforementioned example of wiretapping
of private phone calls in search for signs of potential criminal activity is
a severe interference with one’s privacy at its core.

Eventual lawfulness of such interference depends on various factors, such
as necessity of applied solutions and lack of arbitrariness. To elaborate on
that, “the introduction of the concept of arbitrariness is intended to guaran-
tee that even interference provided for by the law should be in accordance
with the provisions, aims and objectives of the Covenant® and should be, in
any event, reasonable in the circumstances.”” By “reasonableness” one shall
understand that “any interference with privacy must be proportional to the
end sought and be necessary in the circumstances of any given case.”8

If so, to sum up at this point, lawful use of collection of data for SNA, for
example in the form of wiretapping, in reference to the right to privacy should
meet such requirements as: (1) necessity of use of this technique to achieve
legitimate aim, (2) proportionality, (3) legal base of application of SNA.
What is more, it should be the least invasive option from those available.?

Taking this list into consideration, it is crucial to discuss first and fore-
most the usefulness of SNA as a tool of achieving legitimate aims. In other
words, in reference to the subject topic of this article, it has to be deter-

4 The Universal Declaration of Human Rights, [online] http://www.un.org/en/ uni-
versal-declaration-human-rights/index.html [accessed: 1.04.2017].

5 Ibidem.

6 International Covenant on Civil and Political Rights.

7 Human Rights Committee, General Comment 16, 23 session, 1988, [online] http://
hrlibrary.umn.edu/gencomm/hrcom16.htm [accessed: 1.04.2017].

8 Communication Number 488/1992 of Human Rights Committee, Toonen v. Australia,
[online] http://hrlibrary.umn.edu/undocs/html/vws488.htm [accessed: 1.04.2017].

9 The right to privacy in the digital age, Report of the Office of the United Nations High
Commissioner for Human Rights, 30t of June 2014, p. 8.
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mined if the use of SNA may result in the reduction of crime rates as a tool
of effective crime prevention.

On the base of preliminary research, it seems that the answer is positive.
As various research has shown, analysis of social networks enables, among
others, to evaluate the risk of gunshot victimization,9 to discover the pat-
terns of gang violence,!! to predict leadership roles within criminal organi-
zations,2 to identify structures of criminal networks and their changes over
time,13 and to gain knowledge about the structure of drug trafficking groups.1+
However, the most significant advantage, connected with application of
SNA, is that considering the multiplicity of information it may deliver to
a researcher it is more effective as a tool of gaining scientific knowledge
about crime patterns than other methods and techniques that are used in
studies of crime.

The example of such techniques is link analysis. What primarily differen-
tiates link analysis and SNA is the use of mathematical calculation that ena-
bles analysis of not only links between actors (nodes of the graph), without
focusing on additional information, but also of mechanisms of creation of
the network, its structure and changes over time. In the case of SNA obser-
vation and visualization of relations between nodes is rather a tool of fur-
ther research than the goal per se.

When it comes to further points of the list, the requirements of propor-
tionality and legal base of use of SNA, their fulfilment depends on circum-
stances of a particular case. To exemplify it, on the base of preliminary re-
search it may be noticed that due to its features SNA is particularly useful as
a tool of crime prevention and law enforcement in relation to organized
crime. Taking it into consideration, use of SNA with the aim of preventing
organized crime, such as terrorist nets, would be proportional and legiti-
mated, if its application was adequate to severity of the crime itself and based
on the legal rule.

10 A. Papachristos, Ch. Wildeman, E. Roberto, op. cit,, pp. 139-150.

11 A. Papachristos, D. Hureau, A. Braga, The Corner and the Crew: The Influence of Geo-
graphy and Social Networks on Gang Violence, “American Sociological Review” 2013, Vol. 78,
Issue 3, pp. 417-447.

12 G. Berlusconi, Social Network Analysis and Crime Prevention, [in:] Crime Prevention
in the 21st Century. Insightful Approaches for Crime Prevention Initiatives, eds. B. LeClerc,
E. Savona, Cham 2017, pp. 129-141.

13 [bidem.

14 F. Calderoni, The Structure of Drug Trafficking Mafias: the ‘Ndrangheta and Cocaine,
“Crime, Law and Social Change” 2012, Vol. 58, Issue 3, pp. 321-349.
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Mentioned example refers to states’ counter-terrorism strategies. Pre-
vention of crimes falling into the category of “terrorism” differs from other
types of crime. One of such differences is connected with widely approved
allowance of use of pre-crime as a part of counter-terrorism strategy, which
will be discussed later.

This allowance is caused by the particular severity of terrorist activity.
In fact all of types of organized crime have features that justify state’s ex-
tensive interest in their prevention, such as a multidimensional covertness
or involvement of many individuals in the criminal activity. If so, use of more
infringing methods and techniques, such as SNA, seems to be justified as
proportional to severity of the crime and necessary to achieve legitimate
purposes. However, in spite of those particularities of organized crime, as it
was mentioned earlier, detailed evaluation of proportionality and legal base
of use of SNA requires analysis of features of each of cases.

Last but not least, when it comes to the issue of invasiveness of SNA, in-
terference into the sphere of privacy of those involved in a particular social
network is the core of this technique. However, as it is applied mostly to
those crimes that are based on covertness, hierarchy, social organization
and fulfillment of particular roles by members of criminal groups, such in-
terference is unavoidable to gain knowledge about the structure of the group,
its size, or geographical range. Information about those features is crucial to
ensure effective crime prevention. If so, if other requirements of avoidance
of violation of the right to privacy are met, application of SNA should be al-
lowed.

Significantly, to give another example, further potential problem concern-
ing privacy and SNA is the issue of exchange of information between vari-
ous public institutions and state officers, working within the field of law
enforcement. Christopher Yang and Xuning Tang argue that such exchange
of knowledge would make SNA more effective.l> They assume that creating
a complete social network analysis would require collecting all the infor-
mation stored by the law enforcement and other agencies and institutions
working in area of crime-prevention. Otherwise any SNA would be just par-
tial.16 The issue of such exchange raises various problems with finding a ba-
lance between violation of the right to privacy and the utility of shared in-

15 Ch. Yang, X. Tang, Information Integration for Terrorist or Criminal Social Networks,
[in:] Security Informatics. Outlines the Foundations and Parameters of the Field of Intelli-
gence and Security Informatics (ISIS), eds. C. Yang, M. Chau, J.-H. Wang, H. Chen, Springer
2010, pp. 41-57.

16 [bidem, p. 42.
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formation. Since anonymized SNA is no longer fully functional, any anony-
mization of data affects its effectiveness as a tool of law enforcement. De-
tailed evaluation of Yang’'s and Tang’s proposition of practical solution to
this problem - sub-graph generalization approach - is out of the scope of this
paper, but the important conclusion that comes from the analysis of their
work is that in reference to law enforcement and activity of state officers,
application of SNA is connected with the risk of infringement of the right to
privacy at multidimensional level.

b. SNA and the risk of politicization

Another risk, connected with what was discussed before as an issue of variety
of sources of data and the infringement of the right to privacy, is a potential
creation of so-called “suspect communities” at the pre-crime level and its
further consequences.

An idea of pre-crime as paradigm of crime prevention is not new, as it was
known before the XXI century.l” However, its rising popularity dates back
to 9/1118 and the rise of counter-terrorism strategies. Jude McCulloch and
Sharon Pickering argue that from the point of view of criminology pre-
crime is not a measure of crime prevention.!® They assume that in general,
in the criminological sense crime prevention is based on the non-punitive
solutions that refer to, inter alia, reduction of opportunities of crime commis-
sion with reference to the broader social context. Taking it into considera-
tion, McCulloch and Pickering highlight that “counter-terrorism pre-crime
measures envisage specific serious harms and criminalize those whom it is
believed will commit these imaginary future harms, while ignoring broader
social and environmental factors.”2? To elaborate on that, pre-crime measures
in their most controversial form are connected with the use of state force
without factual commission of crime; sole suspicion is sufficient.

Even though such activity does not fit into criminological category of
crime prevention, it has been used as a tool of law enforcement, especially
in reference to counter-terrorism strategies. Mentioned authors argue that
this is caused by the fact that proscribing an individual or an organization

17 For example: L. Zedner, The Pursuit of Security, [in:] Crime, Risk and Insecurity: Law
and Order in Everyday Life and Political Discourse, eds. T. Hope, R. Sparks, New York 2000,
pp. 200-214.

18 ]. McCulloch, S. Pickering, Pre-crime and Counter-terrorism. Imagining Future Crime
in the ‘War on Terror’, “The British Journal of Criminology” 2009, Issue 49, p. 629.

19 [bidem.

20 Ibidem.
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as “terrorist” is purely a political decision and does not require a confirma-
tion of crime commission in the form of the court verdict.21

This issue is strictly connected with the topic of this article. The main as-
sumption that underpins pre-crime in counter-terrorism strategies is that
due to the fact that terrorists’ aim is to create mass causalities, they should
be stopped from acting prior to their criminal activity in order to reduce hu-
man cost.22 From this point of view, SNA may be a useful tool of counter-
terrorism, as its outcome is - for example - an understanding of structures
of criminal organization and the role of the leaders, or raising the knowledge
about the size of the group and its geographical range. In consequence, SNA
enables disruption and other forms of action directed against a particular
organization.

However, this is just one side of the coin. Due to the fact that labelling an
organization as terrorist is rather a political than judicial decision, use of
SNA in counter-terrorism is unavoidably connected with the risk of its polit-
icization with all of its further consequences.?3

To elaborate on that, the term “politicization” refers to various processes
of making an issue political as a subject of interest of political agencies.
In this context it is possible that through the lenses of counter-terrorism
strategies SNA would be used against particular groups that had been con-
sidered as politically undesirable as the so-called “suspect communities.”
This raises the already mentioned question about the boundaries of data col-
lection for SNA purposes.

According to the Universal Declaration of Human Rights, “everyone is
entitled to all the rights and freedoms set forth in this Declaration, without
distinction of any kind, such as race, colour, sex, language, religion, political
or other opinion, national or social origin, property, birth or other status.”2+
What is more, when it comes to the example of counter-terrorism strate-
gies, the UN highlights that “terrorism and violent extremism as and when
conducive to terrorism cannot and should not be associated with any reli-
gion, nationality, civilization or ethnic group.”?> If so, creation of notion
about existence of such phenomenon as “suspect community” and, as its fur-
ther consequence, basing a selection of individuals or groups as a subject
matter of SNA on particular ethnic or religious background would be a seri-
ous violation of the system of human rights.

21 Jbidem, p. 630.

22 Ibidem, p. 632.

23 This issue will be explained later with the example of Kurds in the United Kingdom.
24 Article 2 of the Universal Declaration of Human Rights.

25 The Resolution of the General Assembly of UN number 70/91, op. cit.
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The presented issue is not only hypothetical. Vicki Sentas argues that due
to listing of PKK?2¢ as a terrorist organization, Kurds and people of Kurdish
origin are regarded as the “suspect community” by security policies.?” Alt-
hough her qualitative research is limited to the small sample and placed within
particular geographical region, it presents various risks connected with
criminalization on the base of ethnicity or nationality.

The example of Kurds has been chosen to present this issue, as it is par-
ticularly interesting from the point of view of this article. Labelling of Kurds’
self-determination attempts as terrorist is widely discussed.?8 Due to the
fact that PKK has been listed as terrorist organization in the United King-
dom, counter-terrorism strategies in reference to this entity require desig-
nation of boundaries between legal (not connected to PKK) and illegal (con-
nected to PKK) activity. Sentas’ research has shown that the authority to
make a decision about “legality” or “illegality” of an act belonged to British
policing organs. One of the conclusions of Sentas’ research is that “inter-
viewees believed that their ‘legitimate’ Kurdish rights were being criminal-
ized simply because they supported the political goals of the PKK.”29 What is
more, participants of the research considered that disruption strategies af-
fected them due to their ethnicity, not terrorist activity, and were an effect
of collective attribution of criminal tendencies to all of Kurds.

The presented example raises questions about the ontological core of
counter-terrorism strategies, reflected in a shift to criminalization because
of “being” instead of “doing.” In reference to use of SNA in crime prevention
and law enforcement, this risk is particularly significant. As it was men-
tioned, effective use of SNA requires data from various sources. SNA reflects
multiple relations, not restricted solely to “pure” criminal activity. If so, the
risk of application of this technique to social network because of its ethnicity
or religion, instead of criminal activity, is particularly serious and may af-
fect multiple members of vulnerable groups.

When it comes to solution to this problem, contrary to previously de-
scribed issue, in this case I find it impossible to list in details prerequisites
of avoidance of violation of human rights. Criminalization because of “being”
instead of “doing” is a matter of application of particular public policies. If
so, it is important to be aware of such risk, and its unlawfulness because of

26 Kurdistan Workers’ Party.

27V, Sentas, Policing the Diaspora: Kurdish Londoners, Mi5 and the Proscription of Ter-
rorist Organizations in the United Kingdom, “The British Journal of Criminology” 2016, Vol. 56,
pp. 898-918.

28 In relation to the United Kingdom see: ibidem, p. 903.

29 Ibidem, p. 907.
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infringement of human rights, at the level of policy shaping and in the pro-
cess of its further implementation.

Summary

To sum up, use of SNA as a technique of crime prevention and law enforce-
ment has its advantages and drawbacks. Main benefits from its use are con-
nected with its universality and the multitude of information it may provide
to researchers. Due to those features, SNA is particularly useful in reference
to those types of crimes that are based on strict organization of human ac-
tivity and indication of particular roles to be fulfilled by those who are in-
volved in them. As such, social network analysis seem to be a crucial ele-
ment of evidence-based policy making in reference to, as an example, ter-
rorism, gang violence, drug dealing, or human trafficking.

On the other hand, application of SNA raises various controversial is-
sues. The scope of this article was limited only to those aspects of disad-
vantages of SNA that were related to - either directly or indirectly - sources
and boundaries of data collection for SNA purposes. As it was presented,
use of SNA in reference to subject matter of this article is connected with
the risk of infringement of various human rights. One of them is the right to
privacy, which may be violated at multidimensional level. What is more,
application of SNA may lead to (or be a tool of) stigmatization of particular
groups, regarded as “suspect communities.” Furthermore, it may be one of
the effects of criminalization through “being” instead of “doing.” Once again,
such policing would be, without any exemptions, against the human rights
system. As such, it highlights the necessity of avoidance of association of
criminal activity with particular ethnicity, religion, or nationality.

If so, from the point of view of the human rights system, a legitimate ap-
plication of SNA in reference to crime prevention and law enforcement is
unavoidably connected with the necessity of fulfilment of various prerequi-
sites. Some of them, as in the case of infringement of the right to privacy, are
universal and possible to be listed. However, other requirements are related
to particularities of the case itself. As such, at the abstract level it is only pos-
sible to indicate risks connected with them, instead of providing detailed
lists of prompt solutions.

General conclusion that appears from presented deliberation is that ef-
fective crime prevention and law enforcement require use of various meth-
ods and techniques that derive from different fields of science. However,
boundaries of application of such measures are provided by law, at either
national or international level. One of such limitations is the human rights
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system. As long as the use of particular method or technique fits into the
requirements of the human rights and legal systems, and is useful to achieve
the assumed legitimate purpose, its application should be allowable.

Last but not least, as it was mentioned, the main aim of this article was
to present various risks and potential weak points connected with the use
of SNA in crime prevention and law enforcement, related to particular as-
pects. However, | am fully aware that discussed issues are just a peak of an
iceberg. What should be elaborated further are, for example, diverse aspects
of making use of results of SNA during court trials, and other processes of
judicial decision, detailed analysis of types of crimes that may be prevented
with SNA, practical difficulties with application of this technique by the
state organs. However, due to the complexity of these subject areas, they
should be a matter of further research.
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